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Internet Archive

In September 2024, the digital library of internet sites
Internet Archive suffered a data breach that exposed

31M records. The breach exposed user records

including email addresses, screen names and bcrypt
password hashes.

Compromised data:

Email addresses
Passwords

Usernames

[ View Details j

% SurveyLama

In February 2024, the paid survey website
SurveyLama suffered a data breach that exposed
4.4M customer email addresses. The incident also
exposed names, physical and IP addresses, phone
numbers, dates of birth and passwords stored as
either salted SHA-1, bcrypt or argon2 hashes. When
contacted about the incident, SurveyLama advised
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that they had already "notified the users by email".

Compromised data:

Dates of birth
Email addresses
IP addresses
Names
Passwords
Phone numbers

Physical addresses

[ View Details j

Canva

In May 2019, the graphic design tool website Canva
suffered a data breach thatimpacted 137 million
subscribers. The exposed data included email
addresses, usernames, names, cities of residence
and passwords stored as bcrypt hashes for users not
using social logins.

Compromised data:

Email addresses
Geographic locations
Names

Passwords

Usernames
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In April 2019, the PDF management service Lumin
PDF suffered a data breach. The breach wasn't
publicly disclosed until September when 15.5M
records of user data appeared for download on a
popular hacking forum. The data had been left publicly
exposed in a MongoDB instance after which Lumin
PDF was allegedly been "contacted multiple times, but
ignored all the queries". The exposed data included
names, email addresses, genders, spoken language
and either a bcrypt password hash or Google auth
token.

Compromised data:

Auth tokens

Email addresses
Genders

Names
Passwords
Spoken languages

Usernames

[ View Details j
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